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1
Decision/action requested

This pCR provides an update to cleanup solution #4 in TR 33.864.
2
References

[1]
3GPP TR 33.864 Study on the security of Access and Mobility Management Function (AMF) re-allocation; Rel-17.
3
Rationale

In the last SA3#103-e meeting the agreed S3-212228 removed the texts related to alternative cases where few related text removal/updates have been missed (example., in step 11 description  and figure step 11). Therefore, this pCR proposes to cleanup solution 4 to provide the related updates.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.864.
*****Start of Change*****
6.4
Solution #4: Solution to enable NAS Security for AMF reallocation and reroute via RAN Scenario
6.4.1
Introduction

The solution addresses key issue #1 related to NAS security context handling in AMF reallocation and reroute (via RAN) scenario, where N14 interface may not be supported between the AMFs (example. for the target AMF due to strict slice isolation requirements). The solution considers the following scenarios and takes into account the architecture and security assumptions specified in Clause 4.3 of this document to address the corresponding registration failure(s):

-
During an initial registration procedure, N14 interface may not be supported between the initial AMF and target AMF.

-
During a registration due to mobility, N14 interface may not be supported between the initial AMF and target AMF and there is also a possibility that N14 interface may not be supported between the reallocated AMF (i.e., target AMF) and the Source/old AMF.
6.4.2
Solution details

The solution enables NAS security availability in the Target AMF during an AMF re-allocation and reroute (via RAN) as shown in Figure 6.4.2-1. The solution uses the AUSF involved in the authentication procedure of the UE to act as a common NF (i.e., an instance of existing NF that can be trusted and accessible to all AMFs in the serving network) to generate/store a security key in the network after a successful UE primary authentication and enable providing of AMF key when required for the Target AMF which cannot communicate with an initial AMF and/or source AMF directly. The AUSF in the home network is considered to be a trusted NF in the core network, as it will be involved during the primary authentication of the UE. Further the AUSF in the home network can provide AMF Re-allocation Security Service to the requester NF (i.e., initial AMF) by Nausf_AMFRealloc_SecurityContext service operation and can provide Key service to the requester NF (i.e., re-allocated Target AMF) by Nausf_Key service operation accordingly. The new AUSF service operation related required and optional inputs and outputs with be described during the normative phase.

The AUSF can assist to ensure NAS security context availability for the reallocated AMF. The primary authentication is run similar to TS 33.501 and the AUSF stores the Kseaf before sending the Nausf_UEAuthentication_Authenticate response message to the AMF/SEAF following a successful primary authentication (i.e., as in TS 33.501 Clause 6.1.3.2.0 where the AUSF at step 4 generates Kseaf, at step 5 removes Kseaf from 5G AV to send 5G SE AV and finally at step 12 if authentication is successful sends Kseaf to SEAF). The message flow for enabling NAS Security for AMF re-allocation with NAS re-route via RAN using AUSF is shown in Figure 6.4.2-1.
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Figure 6.4.2-1: Enabling NAS Security for AMF re-allocation with NAS re-route via RAN using AUSF
Case 1- Initial Registration:

The steps involved in the solution shown in Figure 6.4.2-1 is described as follows.

Step 1-3.
The UE sends the Registration Request to the initial AMF and the procedure can follow similar to TS 23.502 [2] Clause 4.2.2.2.2 and Clause 4.2.2.2.3. Where at this step, the UE and network authentication would have been successfully completed and following a successful primary authentication, the NAS security between the UE and the initial AMF would also have been successfully setup. 
NOTE 1:
The UE indicates in the Registration Request the support for AMF Reallocation. The indication can be similar to the indication used in solution 1 and 3 of this study.

Step 4.
The initial AMF determines to reroute the NAS message to the Target AMF via NG-RAN (as the initial AMF is not the appropriate AMF to serve the UE based on TS 23.502 [2] Clause 4.2.2.2.3). To facilitate NAS security context provisioning to the Target AMF for the corresponding UE's ongoing registration procedure, the solution considers using AUSF that can connect with both AMFs to assist indirect AMF re-allocation procedure. If the Initial AMF determines to reroute via RAN, then to facilitate security context provisioning to the target AMF, the initial AMF/SEAF sends an AMFRealloc_Security Context Request message (over a new service-operation message) to the AUSF which includes Target AMF information (example, AMF Set ID), AMF_Reroute_Security Required indication, SUPI and SUCI.

Step 5.
On receiving AMFRealloc_SecurityContext Request message, the AUSF locally stores the SUCI along with SUPI. Based on the SUPI identifies the locally stored security context. Further the AUSF generates the new security anchor key and reroute security context (NAS_Sec_ID). NAS_Sec_ID is the hash code of security anchor key, SUPI and Target AMF information, which enables AUSF to authenticate the Target AMF for fetching any specific security context at a later point of time.
NOTE 2:
The rerouted RR and related information via RAN need not be protected unless any of the related information contains sensitive data (eg.,. SUPI or Security key etc., in such a case an additional fetching of reroute security context from the AUSF can be allowed). As this solution does not send any sensitive data along the rerouted information, the solution does not introduce any additional protection to the rerouted RR.
Step 6.
The AUSF sends NAS_Sec_ID to the initial AMF/SEAF in the AMFRealloc_Security Context Response message.
Step 7a.
The initial AMF sends the reroute NAS message along with NAS_Sec_ID and routing information (i.e., can contain for example address/FQDN/AUSF identification information) to the target AMF via RAN. The additional information includes the Target AMF information as specified in step 7(B) TS 23.502 [2] clause 4.2.2.2.3.
Step 7b.
The NG-RAN forwards the received reroute NAS message to the appropriate Target AMF as specified in step 7(B) TS 23.502 [2] clause 4.2.2.2.3.

Step 8.
After receiving the reroute NAS message with NAS_Sec_ID, the Target AMF/SEAF based on NAS_Sec_ID determines to fetch the corresponding security context from the AUSF to handle the received rerouted NAS message. The routing information in the SUCI and/or routing information can be used to select the right AUSF.
Step 9.
The Target AMF/SEAF sends the Key_Request message to the AUSF with the SUCI, NAS_Sec_ID, and Target AMF information (example, such as AMF Set ID). 

Step 10.
The AUSF on receiving the NAS_Sec_ID, SUCI and AMF information, fetches the SUCI-SUPI pair and related information and further verifies the NAS_Sec_ID to authenticate the Target AMF to provide the security information. If the NAS_Sec_ID validation is successful, the AUSF determines to provide the new security context (anchor key Kseaf) for the Target AMF/SEAF. 
Step 11. The AUSF sends to Target AMF/SEAF the Key_Response message containing SUPI, NAS_Sec_ID, Kseaf, N-NSCI (to indicate the Target AMF that the Kamf is derived from the new anchor key) and a special ABBA parameter (to indicate Slice specific security feature defined for 5G). The SEAF derives the Kamf from the received Kseaf, assigns a slice specific ABBA based on received N-NSCI and provides ABBA and Kamf to AMF. The AUSF deletes the NAS_Sec_ID and SUCI after step 11.
Step 12.
The Target AMF initiates a NAS security mode command with the UE to align the new NAS security context with the UE. The Target AMF locally stores the received SUPI, Reroute Security context such as NAS_Sec_ID, N-NSCI, Kamf, and the special ABBA parameter along with the ngKSI.

Step 13.
The Target AMF selects the NAS security algorithms (integrity and ciphering algorithms) based on the UE security capabilities and sends a NAS security mode command message to the UE which contains the New NAS Security Context Indicator (N-NSCI), and the special ABBA parameter value (example. 0x0001 to indicate the slice specific feature supported in 5GS to meet slice isolation requirements).

Step 14.
The UE on receiving the N-NSCI in the NAS Security mode command message, uses an anchor key newly derived (as indicated with a special ABBA) to derive a Kamf similar to the one available in the Target AMF. The UE uses the received special ABBA value and N-NSCI received in the Kamf generation. 
Step 15.
The UE after a successful validation of the NAS Security mode command, sends a NAS security mode complete message to the Target AMF.

After a successful NAS Security mode command procedure between the target AMF and UE, the rest of the procedure executes similar to the existing 5G System.
Case 2- Registration Mobility Update Procedure:
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Figure 6.4.2-2: Enabling NAS Security during Registration Mobility Update Scenario for indirect AMF reroute

This section describes the simple adaptations required for steps shown in Figure 6.4.2-2 to address indirect AMF-reallocation based security aspects handling during registration mobility update procedure.

Step 1. If the Registration Request contains 5G-GUTI, the initial AMF performs the following accordingly for various scenarios mentioned in Clause 4.3 'Architecture and security assumptions', of this TR,

 Case 1-2.a.i)
Initial AMF based on TS 33.501 Clause 6.9.3, fetches SUPI and security context from the old AMF by providing the 5G-GUTI and the registration request. Further the initial AMF decides whether to reroute the Registration Request according to TS 23.502 Clause 4.2.2.2.3 step 2 (TS 23.502 Clause 4.2.2.2.3 step 2-6b as applicable). If the initial AMF determines to perform RAN reroute due to indirect AMF reallocation (based on TS 23.502 Clause 4.2.2.2.3 step 7B), then the initial AMF decides to ignore the security context fetched from the old AMF after step 6 (initial AMF sends to old AMF Namf_Communication_RegistrationStatusUpdate (failure cause). Perform steps 4 to 15 as in Figure 6.4.2-2, with the following minimal changes related to 5G-GUTI storage and handling at theAUSF.

-
In step 4, the initial AMF/SEAF sends 5G-GUTI and SUPI (instead of SUCI) to the AUSF in AMFRealloc_SecurityContext Request message.
-
In step 5, on receiving AMFRealloc_SecurityContext Request message, the AUSF based on the SUPI identifies the locally stored security context and stores the 5G-GUTI along with the SUPI. 
-
In step 6.
The AUSF sends NAS_Sec_ID to the initial AMF/SEAF in the AMFRealloc_Security Context Response message.

-
In step 8.
the Target AMF based on the received NAS_Sec_ID, it determines to fetch the corresponding security context from the AUSF to handle the received rerouted NAS message. The routing information can be used to select the right AUSF instance which holds the UE security context.
-
In step 9, the target AMF/SEAF sends 5G-GUTI in the Key_Request to the AUSF.
-
In step 10, the AUSF based on the received 5G-GUTI and NAS_Sec_ID, fetches the corresponding SUPI along with reroute security information to verify the NAS_Sec_ID.
Case 2-2.a.ii)
As the initial AMF lack N14 with old AMF, the UE cannot be identified by means of a temporary identity (5G-GUTI) and so the AMF performs Subscription identification procedure with UE and continues with primary authentication. After a successful primary authentication, the initial AMF performs steps 4 to 15 same as in Figure 6.4.2-1.
Case 3-2.b.i)
The initial AMF having N14 with old AMF will act similar to Case 1-2.a.i. As the scenario is related to indirect AMF reroute, the target AMF based on local policy and received NAS_Sec_ID determines to fetch and use security context related to NAS_Sec_ID. If required, the target AMF can fetch UE context from the old AMF but may not use security context from old AMF. As the initial AMF already fetches and uses the UE context from old AMF, there is a possibility that old AMF can delete the security context (based on 33.501 Clause 6.9.3), and so the target AMF may not fetch any security context from the old AMF. Further the case 2.b.i may not be feasible according to the vertical slice isolation requirement, which may need to be aligned with the Clause 4.3 accordingly.  

Case 4-2.b.ii)
As the initial AMF lack N14 with old AMF, the UE cannot be identified by means of a temporary identity (5G-GUTI) and so the AMF performs Subscription identification procedure with UE and continues with primary authentication. After a successful primary authentication, the initial AMF performs steps 4 to 15 same as in Figure 6.4.2-1. On receiving the reroute NAS message with NAS_Sec_ID, the target AMF based on local policy determines to use the security context related to the received NAS_Sec_ID. As an alternative, the target AMF based on local policy determine either to use the security context related to NAS_Sec_ID fetched from AUSF or related to 5G-GUTI fetched from old AMF (where UE context will be fetched). 

6.4.3
Evaluation

The solution uses AUSF to assist security handling for indirect AMF reallocation scenario to ensure the system availability. 
1.
The solution does not expose any sensitive information (UE identification information (i.e., SUPI) or security key) to the RAN.

2.
The solution involves only one primary authentication run to ensure network availability for the UE during the AMF reroute via RAN scenario.

3.
The solution is formulated to work using the existing SA2 defined procedures. Further the solution requires following new features to be supported in the UE and NFs (i.e., RAN and AMF in serving and AUSF in home network) as listed below.


UE Impacts: Process N-NSCI and slice specific feature indicated (i.e., specific ABBA) and derive new Keys  based on them.


RAN Impacts: Forward NAS_Sec_ID and Routing information along with Reroute NAS message.


AMF Impacts: Use new AUSF service operations to facilitate security context availability for Target AMF. Initial AMF need to send NAS_Sec_ID and Routing Information to RAN Node. Target AMF need to obtain security context from AUSF and send N-NSCI and specific ABBA to UE. For case 2.b.i, target AMF does not use UE security context from old AMF, but can use fetched UE context. For Case 2.b.ii, target AMF based on local policy may use either security context from AUSF or old AMF (where UE context will be available) as described in solution.


AUSF Impacts:

-
Need to send slice specific ABBA and N-NSCI to AMF/SEAF. New AUSF service required.

NOTE 1:
Slice specific ABBA (for example 0x0001) dedicated for Slice specific security feature in 5GS and it does not expose any information (i.e., versions of any NF) similar to the normal ABBA parameter in the current system (i.e, ABBA parameter value 0x0000 for Initial set of security features defined for 5GS.). As the solution allows one main option (i.e., sending ABBA from AUSF) and one alternative option (i.e., sending from SEAF as in existing system) to the AMF, any one of the options can be used for the normative work. The solution working does not essentially require slice specific ABBA but recommends slice specific ABBA to be used instead for using current ABBA parameter value (0x0000) as it will be more relevant because this feature is related to slicing support.

-
Store the SUCI (temporarily) along with SUPI in the AUSF. 

NOTE 2:
The storage of SUCI and SUPI is not a new feature for the AUSF according to 33.501 Clause 6.1.3.2.0, where it states 'The AUSF shall store the XRES* temporarily together with the received SUCI or SUPI.'. 

-
For the registration mobility update, temporary store 5G-GUTI along with SUPI. 

NOTE 3:
The essential functioning of solution can also work with out storage of 5G-GUTI and SUCI to request key from AUSF, where NAS_Sec_ID will act as single point of reference to fetch UE security. The usage of temporary ID complements security context retrieval per UE registration Request associated to a SUCI/5G-GUTI.

Impacts to Key hierarchy:

-
No impact (i.e., as solution requires to derives new Kamf from Kseaf). 

-
Kamf derivation binds to inputs N-NSCI and specific ABBA. 

*****End of Change*****
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